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Chatting

When you’re chatting to people online, try not to give out any personal information about yourself this includes your full name, address or school. It’s ok to tell someone what city you live in though as long as you don’t include anything else, even giving a street name can be enough to allow someone to find you. If anyone ever asks you for this information, tell a trusted adult straight away
Some people who you meet online may not be who they say they are. it’s easy for people to lie when they’re chatting over the internet, so never arrange to meet up with someone who you have met online. If anyone asks to meet up with you, tell a trusted adult. 
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Instant 
Messaging (IM)

Some people you meet online may not be who they say they are, so it’s a good idea to make sure the people on your contact list are people you really know in the real world. 

If someone adds you to their contact list and you don’t know them, make sure you block them. This will stop them from seeing when you are logged on, and they won’t be able to contact you. If you add someone and decide afterwards you don’t want them on your list you can delete them too.
If you have your own profile on IM, it’s not a good idea to include lots of information about yourself, like your hobbies, favourite band, your address and school.
It’s also not a good idea to have a picture of yourself on your profile - you can use one of the pictures that are on IM already, or a picture of a pet or your favourite pop group. This is because if you have someone on your contact list who you don’t know in the real world, they will be able to have access to your profile and see what you look like

Lots of people also use webcams when they use IM - this can be a great way of seeing all your friends and family when you are talking to them, but remember some people you meet online may not be who they say they are. 

Webcam images can be recorded and copied and also shared with other people, so the best thing to do is not use a webcam with people you don’t know in the real world
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Email

Sometimes you get emails from people you don’t know. 

It’s important to remember that if you receive an email from someone you don’t know, never open it. Tell an adult you trust if you’re not sure what to do

Some people also send fake emails to trick you into replying. They get email addresses by using special software or from other websites on the internet. If you reply to one of these emails, the people sending them will know that your email address is real, and they could start sending you junk or nasty emails. 

Make sure you always delete emails from people you don’t know
Emails can also get lost on the internet after they have been sent, so make sure you don’t include lots of information about yourself that may allow people to know where you are. 

Never give out personal information, like your full name, address or school to people you talk to using email, if you don’t know them in the real world. If anyone you talk to online asks for this information, tell a trusted adult

Some people use emails to send pictures of themselves to friends and family, but it’s not a good idea to send a picture to someone you have met online who you don’t know in the real world. They may not be who they say they are, and you don’t want a stranger to have a picture of you or your friends/ family

Finally, the most important thing to remember when you are using emails is... 

treat people how you would like to be treated yourself. Take responsibility for what you write when using email and never write something that might hurt or upset someone
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Mobile Phones

Texting is a great way of staying in touch with friends and family, but sometimes people send nasty messages which can be mean and upsetting. 

They can be from people you know, and also from people you don’t know.

It’s a good idea not to reply to a nasty message and if you get a message that upsets you, you should always tell a trusted adult. You should also remember that when you send messages, you should be responsible and not send something that might upset anyone

Sometimes people send junk text messages that are like adverts to people’s mobile numbers, and these are called Spam messages. 

Remember - never reply to a spam text message or text message from someone you don’t know, as the person who has sent may keep on sending messages to you. The messages may also have viruses in them and this can stop your phone from working

When you send a picture to a friend using your mobile phone, this is called MMS. 

You should never send a picture message to anyone you don’t know in the real world - even if you have been talking to them online and think you know them, or someone you have met through a friend. You never really know who they are if you haven’t met them face to face. If someone asks you to send them a picture message and you don’t know who they are, you should tell a trusted adult
Never give your mobile number to anyone who you don’t know in the real world. People sometimes lie about who they are to trick people into giving them their mobile number and personal details, like their school and where they live. Remember that people you don’t know in the real world are still strangers
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Social Networking

Social networking sites are all online, so any information you add about yourself can be seen by anyone in the world. 

If you put too much information about yourself online, people you don’t know may be able to find you. 
Never put your full address on your site. It’s best to leave the space blank, or if you do want to add some information, make sure that you make your profile private so only your friends can see it
It’s a good idea to use a nickname rather than your real name - your friends will know your nickname so will know it’s you

It’s a good idea to put your real age on your site - if you lie and say you are older, you may get adults trying to contact you

It’s also not a good idea to put your mobile number on your site - your real friends will already have it

Use your Privacy Settings! Adjust your account settings (sometimes called “Privacy Settings”) so only approved friends can instant message you. This won’t ruin your social life – new people can still send you friend requests and message you, they just won’t be able to pester you via IM. This means that people you don’t want to see your profile can’t
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Cyber Bullying

Cyber bullying is the name that is used when people use the internet to send nasty and upsetting messages to others. 

It can also be done by people using mobile phones, by sending messages and making nasty phone calls.

The number one rule to remember if someone is being nasty to you in this way is don’t respond and don’t reply. You should tell a trusted adult straight away if someone is upsetting you, or if you have been getting upsetting messages.
The second rule is to save all nasty messages and emails. You don’t have to read them, but save them in a folder so you can show an adult if you need to.
The third rule is to tell a trusted adult. If you tell someone about what’s been happening, they will be able to help and maybe stop it

